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Secure storage for Azure Files and Azure Blob
Storage (AZ-1003)

About This Course:

The topic of secure storage within Azure Files and Azure Blob Storage is indeed
important and would typically be covered under broader Azure certification tracks
that focus on Azure security and storage solutions. Secure storage in Azure
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involves implementing advanced security measures such as encryption at rest and
in transit, access control, and networksecurity to protect data. Industries use
Azure's secure storage capabilities to safeguard sensitive information, ensure
regulatory compliance, and protect against data breaches

Course Objectives:

Create and configure storage accounts

Create and configure blob storage

Create and configure files and storage networking
Create and configure files and storage networking

Audience:

e Azure Administrator
¢ Cloud Administrator

Prerequsites:

Experience using the Azure portal to create resources.

Basic knowledge of unstructured data like blobs and files.

Basic knowledge of security concepts like identities, permissions, and
encryption.

Basic knowledge of networking concepts like virtual networks and
subnetting.

Course Outline:

Create and configure a storage account

Configure the appropriate storage account tier (standard versus premium)
Configure redundancy settings

Configure secure transfer and TLS version

Configure replication

Create and configure Blob Storage

Create a Blob Storage container
Configure access level for Blob Storage
Configure the Blob Storage tiers?
Configure lifecycle management
Configure data protection for Blob Storage

Create and configure Azure Files

e Create an Azure Files share
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e Configure performance tiers?
e Configure data protection for Azure Files

Configure networking? for storage
¢ Create and configure private endpoints
¢ Create and configure service endpoints
e Configure Azure Storage firewalls and virtual networks
Configure encryption for storage
e Configure encryption for data at rest, including Microsoft-managed keys and

customer-managed keys
e Configure encryption for data in transit
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